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Shining the Spotlight on Popular Scams...

Each year, consumers lose billions of dollars to con artists who make a living by fleecing the public out of
their hard-earned money. Learn more about these common scams so you don’t become avictim.

Deepfakes Scams Using Artificial Intelligence (Al) — Al-powered scams are on the rise, with fraudsters
using artificial intelligence to impersonate family members or friends and request money or personal
information. These scammers leverage Al to create realistic voice recordings or videos, known as voice
cloning or deepfakes, by manipulating existing social media content. Victims are often contacted out of
the blue by a seemingly panicked loved one, leading them to quickly send funds or divulge sensitive data.

Pig Butchering Scams - This scam is named in reference to the practice of fattening a pig before
slaughter. It is a type of confidence and investment fraud in which the victim is gradually lured into
making increasing monetary contributions - generally in the form of cryptocurrency - to a seemingly
sound investment before the scammer disappears with the contributed monies.

Credit Repair Scams - Lots of companies claim they can “erase” or “repair” your credit history for an
upfront fee. But the truth is that only time and paying down your debts can improve your credit rating.
Dishonest credit repair companies may charge hundreds, even thousands of dollars for services they
never perform. Others bill customers for things they can do on their own for free, such as disputing errors
and removing outdated items.

Pay Up Front Scams — Con artists use slick presentations to trick their victims into paying large upfront
fees for bogus loans, loan modifications, loan refinancing or credit cards. They frequently target
individuals with poor credit histories by promising easy or “guaranteed” approval. However, in order to
take advantage of the offer, the victim must pay high but seemingly legitimate fees for the application,
insurance or other “services.” In the end, the scam artist takes off with the fee and the victim gets nothing
in return.
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Card Skimmers - Skimmers are malicious card readers that illegally gather data from a credit or debit
card’s magnetic stripe. They’re often attached to a real payment terminal and allow a scammer to steal
personal financial and account information. Be sure to inspect the card reader and compare it to other
card readers. If it looks different, report it.
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10 Strategies to Help Protect Yourself Online and on the
Phone

1.

10.

Use strong, unique passwords. Don’t use the same password for logins with sensitive information,
such as online or mobile banking.

Never follow links in unsolicited emails. Check that any emails you receive are from a correct
email address.

Always think before clicking. Scammers will use links in emails to install malicious content on
your device.

Type the website directly into your browser. Pay attention to your spelling and double check that it
is a U.S. domain - like dot.com, rather than an international domain — before entering any sensitive
information.

Only make purchases from legitimate, secure, and trusted websites. Make sure the web address
at the top of your web browser starts with “https://". The “s” stands for “secure,” which means the
site is encrypted and safe.

Shop online safely. If it’s too good of a deal, it’s likely a scam. If buying or selling an item through
an online marketplace, use their payment interface.

Do a credit check. Checking your credit frequently can help you spot unauthorized accounts.
Maintain your devices. Having the latest software, web browser, and operating system updates is a
great defense against threats.

Legitimate calls will not ask you to “verify your information.” The Social Security Administration
and/or any government agency will not demand immediate form of payment.

When in doubt, hang up. Never provide credit card info as part of an unsolicited phone call and
think twice if you’re being pressured to donate “right now.”
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Providing Full Service Comprehensive Financial Planning:

Investment Planning - Long-term Care

Income Planning - Asset Protection

Estate planning - Tax Planning

Life Insurance - Tax Preparation and Filing
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